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Security Policy DerivationSecurity Policy Derivation

“Thou shalts”“Thou shalts”
(Directives, ISSO)(Directives, ISSO)

“Thou shoulds”“Thou shoulds”
(System Spec)(System Spec)

“Thou dids”“Thou dids”
(Legacy System)(Legacy System)

Actual System Security PolicyActual System Security Policy
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The Zachman FrameworkThe Zachman Framework

FOCUSFOCUS

VV
II
EE
WW
PP
OO
II
NN
TT

CUSTOMERCUSTOMER

OWNEROWNER

DESIGNERDESIGNER

BUILDERBUILDER

WORKERWORKER

VALUESVALUES  PEOPLE PEOPLE     TIME    TIME   FUNCTIONS       DATA  FUNCTIONS       DATA      NETWORK     NETWORK
  WHY?  WHY?    WHO?   WHO?    WHEN?   WHEN?       HOW?      HOW?       WHAT?      WHAT?        WHERE?       WHERE?

A DATABASE UPDATE SHALL OCCUR WITHINA DATABASE UPDATE SHALL OCCUR WITHIN
1 SECOND OF BEING INITIATED.1 SECOND OF BEING INITIATED.
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IDEF0IDEF0  ModelModel  CellCell  ExampleExample
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Security Relevant InformationSecurity Relevant Information

•• System FunctionsSystem Functions

•• Information FlowsInformation Flows

•• Network ConnectivityNetwork Connectivity
•• Data ModelData Model

•• “Owners, Modifiers, Users”“Owners, Modifiers, Users”

•• Organization ResponsibilitiesOrganization Responsibilities

•• What it doesWhat it does

•• How Data Moves in the SystemHow Data Moves in the System

•• What other systems it talks toWhat other systems it talks to
•• How Data is OrganizedHow Data is Organized

•• Who does what to what dataWho does what to what data

•• Who “owns” the data and systemWho “owns” the data and system
processesprocesses

Model ConstructModel Construct Security TranslationSecurity Translation
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IDEF0 Model Cell -- Security AnnotatedIDEF0 Model Cell -- Security Annotated
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••privilegesprivileges
••service denialsservice denials

••destinationdestination
••recipientrecipient
••classificationclassification

••classificationclassification
••destinationdestination
••manipulationmanipulation

InputsInputs
••sourcesource
••ownerowner
••classificationclassification
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Security Information -- AnnotatedSecurity Information -- Annotated

•• Classification problemsClassification problems
•• User RolesUser Roles
•• Access Control RulesAccess Control Rules
•• Downgrade PoliciesDowngrade Policies

•• Mismatched system classificationMismatched system classification
•• Operator, Administrator, UserOperator, Administrator, User
•• User with “X” privilege can do “Y”User with “X” privilege can do “Y”
•• Message release with human in loopMessage release with human in loop

onlyonly

Security IssuesSecurity Issues ExamplesExamples


